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What do you 
think 

cybersecurity 
is?



What is 
Cybersecurity

Simply put it is the steps you take to protect 
your network from Intruders



The Weakest 
Link in 
Cybersecurity 
is?

HUMAN BEINGS



Why Is It 
Important To 
Learn About 

Cybersecurity



Why Is It Important To Learn 
About Cybersecurity

To protect yourself, friends and family

To prevent the bad guys from stealing important 
information 

To protect your computer 

So, hackers do not steal your information



Terms you 
should be 
familiar 
with?

Malware 
• Is the general term for any program  or app that is designed to damage, disrupt, 

or hack a device.  Viruses and ransomware are malware

Ransomware
• Is malicious programs that block access to your device until you pay a ransom 

fee to its creator. It is often very difficult and expensive to remove.  You must pay 
a ransom(money) to remove it

Virus 
• Are malicious pieces of code that infect your device without your knowledge. 

Phishing
• Is a specific technique designed to gain personal information, usually via email

Hacking
• Someone gaining access to a system which you are not authorized to have 

access to.

Social Engineering
• Is a broad term used to describe a range of techniques to trick people into giving 

fraudsters what they want.  Example includes Shoulder Surfing, calling your IT 
helpdesk, Making friends with someone(flirting).



Common Types 
of Malware

• Worm : It spreads from computer 
to computer 

• Keylogger: Is used to spy on 
someone and record information 
when typing on a device

• Trojan Horse: Malware disguised as 
software



Viruses

What do Viruses Do?
• Damage your computer
• Slow down your computer
• Delete information from your computer

How Do They Spread?
• By e-mail
• Text messages 
• Downloading files from the bad sites on Internet
• By not updating your device such as a computer 

or cell phone
• By using bad Apps from the App store



Accessing 
Secure Web 
Sites

HTTPS is secure

“https://” at the 
beginning of a URL 
denote a you are using a 
secure web site

HTTP is not secure

“http://” at the beginning of a URL denote 
you are using an unsecure web site



What is Social Media
A tool used to socialize with other people on a 

media



Popular Social 
Media Apps or 
Sites

Facebook

Youtube 

Instagram

Snapchat

WhatUp

Tik Tok

Twitter



What is Important to Know When Using 
Social Media

Do not share

Do not share 
information with 
strangers online

Do not share

Do not share your 
password

Do not make

Do not make friends 
on the internet or 
social media sites 
with people you do 
not know

Do not subscribe

Do not subscribe to 
sites or post that can 
be harmful to 
yourself and others

Ask

Ask an adult or your 
parents before 
downloading or 
answering questions 
on the Internet



Accessing The Internet

• A browser
Software or App used to 
access the Internet
• Examples of types of 

browsers



Browser 
Based 
Threats

• Spyware
• Is malicious software code that runs secretly on 

a computer, gathers information about the user 
and their browsing habits, and then transmits 
that information back to a remote entity

• Adware 
• Is malicious software that automatically displays 

advertisements online to generate revenue for 
its author.  Advertisements may appear in the 
user interface of the software, onscreen during 
the installation process, or in a browser.



Some Ways To 
Protect from 
Adware and 
Spyware

Avoid visiting bad or insecure websites.Avoid

Make sure you have anti-virus software installed on your 
deviceMake

Avoid clicking on the links or downloading attachments that 
may look legitimate.Avoid

Update your systemUpdate

Turn on Block pop-ups blocker.Turn on



Some Basics in 
Protecting 
Yourself Online

Use strong passwords when logging in.  A strong 
password is a password no one can guess.

Use full anti-virus suites that protects against 
malware, spyware and adware

Ask an adult to setup Facebook, Instagram, and 
other accounts for you

If something pop up on your screen do not click 
on it before asking someone or your parents

If you think something is wrong tell an adult

Do not share your personal information or any 
else personal information online



Important 
Things To 
Know 
About 
Passwords

You shouldn’t share your password

The most common password is “123456”

Password should not include: Your first name, 
last name or birthday.

A strong password is 12 characters or more

Always make a password you can remember

Passwords should be made with uppercase 
and lowercase letters, numbers and symbols.



Thank 
You

Kindly review the other 
topics

Topic 2: Cyber Awareness 
Demonstration 

Topic 3: Test your Cyber 
Awareness skills
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